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Security Analysis Report: Timor Leste (November
03 - November 10, 2026)

Executive Summary

During the period of November 03 to November 10, 2026, Timor Leste's security
posture was primarily shaped by the ongoing implementation of recent international
cooperation agreements and its deepening integration into regional frameworks. A
significant focus remained on enhancing cybersecurity capabilities and combating
transnational online scam networks, underscored by Australia's substantial support
package and Timor Leste's active participation in regional dialogues. Diplomatic
efforts centered on solidifying its role within ASEAN, with discussions on future
leadership and economic integration, and an innovative initiative to establish a
diplomatic hub for Pacific Island nations. While no major security incidents were
reported, the nation continued to address persistent challenges in maritime and land
border security, alongside preparations for the 2027 presidential elections.

Key Security Developments

» Strengthened Defence Cooperation with Australia

Timor Leste continues to benefit from a new bilateral Defence Cooperation Framework
signed with Australia on October 22, 2026, in Dili. This framework, backed by an
Australian support package of AUD$62 million (approximately US$43.5 million) over
five years, focuses on enhancing Timor Leste's cyber security, maritime security,
disaster relief, and training capabilities. The agreement significantly increases
defense exercises and provides new vessels for the Timor-Leste National Police (PNTL)
to patrol its waters and counter transnational crime.

» Active ASEAN Integration and Future Role

Timor Leste demonstrated its commitment to full ASEAN integration by participating
in the 36th Meeting of the ASEAN Socio-Cultural Community Council (ASCC Council) in
the Philippines on November 9, 2026. Furthermore, on November 4, 2026, discussions
were held regarding Timor Leste's ASEAN Integration and preparations for its 2029
ASEAN Chairmanship. The Council of Ministers also approved the National Roadmap
for the Implementation of ASEAN Economic Commitments 2026-2030 on October 28,
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2026, highlighting a strategic approach to regional economic and social integration.

* Ongoing Cybersecurity Uplift and Policy Development

A significant portion of Australia's AUD$62 million support package is dedicated to a
cybersecurity uplift, including specialist advisors, cyber incident response support,
and enhanced protection of critical systems and infrastructure. This builds on the
establishment of the Interministerial Committee on Cybersecurity and the
Digitalization of State Services (CICDE) in August 2026 and the government's efforts
to fast-track a comprehensive cybersecurity legislative package.

* Regional Dialogue on Combating Online Scams

On November 5, 2026, the director of the Fundasaun Hak (FHT) was slated to
represent Timor Leste at a regional ASEAN dialogue on online scams. This
participation underscores Timor Leste's proactive stance against transnational
cybercrime, following significant police raids in August 2026 that dismantled 16
alleged online fraud and illegal gambling dens and detained hundreds of foreign
nationals.

* Initiative for a Pacific Island Diplomatic Hub

President J. Ramos-Horta announced on October 9, 2026, an innovative government
initiative to create a shared diplomatic hub in Dili for Pacific Island countries. This plan
involves offering an entire floor of a state-of-the-art commercial building rent-free to
any Pacific Island nation wishing to establish an embassy, with four Pacific Island
Prime Ministers expected to visit Dili on November 28. This move aims to significantly
deepen regional integration and position Timor Leste as a bridge between Southeast
Asia and the Pacific.

* EU Exploratory Mission for 2027 Presidential Elections

An European Union Exploratory Mission visited Dili on October 28, 2026, to discuss
preparations for Timor Leste's 2027 presidential elections and assess the conditions
for deploying an EU Election Observation Mission. The mission, comprising specialists
in political, legal, logistical, and security affairs, consulted with national institutions
and electoral stakeholders, indicating international interest in the stability and
integrity of Timor Leste's democratic processes.

* Call for Media Transparency in Belt and Road Initiative

On November 3, 2026, during the 2026 Belt and Road Media Cooperation Forum in
Fuzhou, China, Timor Leste urged countries participating in the Belt and Road
Initiative (BRI) to strengthen media cooperation through greater transparency,
cross-border fact-checking, and joint reporting. This appeal highlights Timor Leste's
commitment to combating misinformation and ensuring that development projects
are accurately represented and benefit communities.

* Low Cyber Attack Threat Level
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As of November 3, 2026, Timor Leste is assessed as a "Low" target for cyber attacks,
with only one organization reportedly named by ransomware groups in 2026 so far.
The country is rated "None recorded" as a source of attack traffic. This assessment
provides a snapshot of the current cyber threat landscape, although ongoing efforts to
combat online scams indicate persistent criminal activity.

Cyber Threat Landscape

As of November 3, 2026, Timor Leste faces a "Low" threat level as a target of cyber
attacks, with public data indicating that only one organization in the country has been
named by ransomware groups throughout 2026. No machines within Timor Leste were
recorded as sources of attack traffic in the 48 hours preceding this assessment.
Despite this relatively low official threat rating, the government remains highly
vigilant, particularly concerning transnational online scam networks and organized
cybercrime.

In response to these threats, Timor Leste is actively implementing an Integrated
National Plan for 2026-2031, approved in August 2026, specifically designed to
combat online scam networks, organized cybercrime, and human trafficking. This plan
follows significant police operations in August 2026 that dismantled numerous alleged
online fraud and illegal gambling dens, leading to the detention of hundreds of foreign
nationals. Further demonstrating its commitment, Timor Leste's FHT director is
participating in a regional ASEAN dialogue on online scams on November 5, 2026, to
foster cooperation and share strategies. The government is also fast-tracking a
comprehensive cybersecurity package, including new legislation for digital crimes,
blocking powers, and digital evidence rules, alongside the establishment of the
Interministerial Committee on Cybersecurity and the Digitalization of State Services
(CICDE) in August 2026.

International cooperation is a cornerstone of Timor Leste's cybersecurity strategy.
Australia has committed over $19 million for a cybersecurity uplift, providing
specialist advisors, cyber incident response support, and enhanced protection for
critical systems and infrastructure. This support also includes developing digital
forensics capabilities for national policing agencies to investigate cybercrime and
disrupt scam operations. Timor Leste's participation in the Singapore International
Cyber Week (SICW) 2026 and the 11th ASEAN Ministerial Conference on Cybersecurity
in October 2026 further highlights its engagement in regional efforts to protect critical
infrastructure and combat ransomware and online scams. Background: While no
specific state-sponsored or criminal threat actors were reported active against Timor
Leste during this period, ransomware groups and transnational online scam networks
are known to target organizations globally.
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Geopolitical Impact and Regional Dynamics

Timor Leste's recent developments significantly bolster its regional standing and
influence the broader strategic landscape. Its full accession to ASEAN in October 2025
is a pivotal moment, enhancing its diplomatic weight and providing a platform for
greater engagement in Southeast Asian security and economic dialogues. The active
participation in the 36th ASCC Council meeting on November 9, 2026, and discussions
surrounding its 2029 ASEAN Chairmanship underscore its commitment to playing a
more prominent role within the bloc. This integration is further solidified by the
approval of the National Roadmap for the Implementation of ASEAN Economic
Commitments 2026-2030, signaling a strategic alignment with regional economic
objectives.

The newly signed Defence Cooperation Framework with Australia on October 22,
2026, is a critical development in shaping Timor Leste's relations with major powers.
Australia, as Timor Leste's largest defense and security partner, explicitly aims to curb
China's influence in the region through this AUD$62 million package for cyber and
maritime security, disaster relief, and training. This positions Timor Leste more firmly
within the security orbit of Australia and its allies, potentially balancing against
increasing Chinese presence in the broader Indo-Pacific. While Timor Leste
participated in China's Belt and Road Media Cooperation Forum on November 3, 2026,
advocating for transparency, the Australian agreement indicates a strategic
preference for Western security partnerships.

Furthermore, Timor Leste is actively cultivating its role as a bridge between Southeast
Asia and the Pacific. President Ramos-Horta's initiative to establish a diplomatic hub in
Dili for Pacific Island countries, announced on October 9, 2026, and the anticipated
visit of four Pacific Prime Ministers on November 28, 2026, are significant diplomatic
overtures. This move could enhance Timor Leste's influence in regional forums and
foster greater South-South cooperation, potentially creating a new axis of diplomatic
engagement that leverages its unique geographical and historical position. The
ongoing, albeit slow, land and maritime border negotiations with Indonesia remain a
foundational element of its immediate regional dynamics, requiring continuous
diplomatic attention to ensure stability.

EU Relations and Implications

Timor Leste's relations with the European Union during this period were characterized
by ongoing cooperation and strategic engagement, particularly in the lead-up to the
2027 presidential elections. An EU Exploratory Mission visited Dili on October 28,
2026, to assess conditions for deploying an Election Observation Mission, highlighting
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the EU's commitment to supporting democratic processes and good governance in
Timor Leste. This mission, comprising specialists in political, legal, logistical, and
security affairs, underscores the EU's interest in the country's stability and adherence
to the rule of law.

The security and cyber developments outlined above have direct implications for EU
interests and its funded cooperation projects in Timor Leste. The EU's existing
cooperation includes significant investments in Development Cooperation (e.g., €6
million for the "E-Governance for the Judicial System in Timor-Leste" (e-JUS TL) project
and €3 million for "Creation and Development of Sustainable Businesses and the
Circular Economy" (CRESCE) signed in May 2026) and Governance & Rule of Law. The
Australian-backed cybersecurity uplift and digital forensics capabilities directly
complement the EU's efforts in digital transition and strengthening the rule of law,
particularly through projects like e-JUS TL and the "Partnership for Public Finance
Management and Digital Transition in Timor-Leste" (PADIT-TL), which includes €9
million for public financial management and digitalization and €3 million for
e-government services and digital literacy. Enhanced cybersecurity infrastructure and
capabilities are crucial for the secure and effective implementation of these digital
governance initiatives. Furthermore, the government's proactive stance against online
scams and transnational cybercrime aligns with the EU's broader interests in
promoting secure digital environments and combating illicit financial flows, which
could otherwise undermine the stability and transparency of EU-funded projects and
the overall economic development of Timor Leste.

Military and Defense Analysis

Timor Leste's military and defense posture during this period is largely defined by its
deepening strategic partnership with Australia and its ongoing efforts to enhance
capabilities, particularly in maritime and cyber domains. The Defence Cooperation
Framework signed with Australia on October 22, 2026, represents a significant step in
modernizing Timor Leste's defense forces and police. This framework includes an
AUD$62 million support package over five years, directly contributing to capability
development in key areas.

Specifically, the package provides for new maritime policing vessels for the
Timor-Leste National Police (PNTL), which are crucial for enhancing maritime security,
marine search and rescue operations, and combating transnational crime such as
illegal, unreported, and unregulated (IUU) fishing and piracy in Timor Leste's vast
exclusive economic zone. This acquisition directly addresses a long-standing
challenge of limited patrol capabilities. The framework also strengthens the
Timor-Leste Police Development Program and includes support for specialist capability
development and training, which will improve the professionalism and effectiveness of
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both the F-FDTL (FALINTIL-Timor-Leste Defence Force) and the PNTL. While no new
defense acquisitions or arms deals were reported within the November 3-10 period,
the Australian package represents a substantial ongoing investment in defense
modernization.

Timor Leste's participation in regional exercises, such as Exercise Trident Resolve
2026 (September) and the U.S. Navy-led Pacific Partnership 2026 (August), indicates a
commitment to improving interoperability and disaster preparedness with
international partners. These exercises, though outside the immediate reporting
period, contribute to the current force posture and readiness. The focus on
cybersecurity uplift through Australian assistance also signifies a recognition of
modern warfare and security challenges, aiming to protect critical systems and
infrastructure. Defense spending trends are not explicitly detailed in the available
news for this period, but the Australian support package suggests a significant
external contribution to defense and security outlays.

Outlook and Forecast

Short-term trends (1-3 months): In the immediate future, Timor Leste will likely
continue to focus on the implementation of the Australian Defence Cooperation
Framework, translating the AUD$62 million package into tangible improvements in
cybersecurity, maritime security assets, and police training. This will involve
integrating new equipment and training programs into existing structures. The nation
will also intensify its ASEAN integration efforts, particularly in preparing for its 2029
Chairmanship and operationalizing the National Roadmap for ASEAN Economic
Commitments. Diplomatic activities will be highlighted by the upcoming visit of Pacific
Island Prime Ministers in late November, which will further solidify Timor Leste's role
as a regional connector. Domestically, the government will press forward with its
cybersecurity legislative package and the Integrated National Plan against online
scams, with continued regional cooperation on cybercrime.

Critical flashpoints and risk areas: Several areas pose potential risks. The unresolved
land and maritime border issues with Indonesia remain a sensitive flashpoint, with
past incidents demonstrating the potential for local confrontations. While negotiations
are ongoing, any perceived unilateral actions or delays could escalate tensions. The
pervasive nature of transnational online scam networks and organized cybercrime,
despite recent crackdowns, continues to be a significant internal security threat,
potentially undermining economic stability and international reputation. Furthermore,
the lead-up to the 2027 presidential elections could introduce periods of political
volatility, which the EU Exploratory Mission is already monitoring for stability and
fairness. External geopolitical competition, particularly between Australia/US and
China, could also create pressures on Timor Leste's strategic alignment.
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Indicators to monitor: Key indicators to monitor include the tangible progress in
deploying new maritime policing vessels and the effectiveness of the
Australian-supported cybersecurity uplift. The outcomes of ongoing border
negotiations with Indonesia, both land and maritime, will be crucial. Domestically, the
passage and implementation of the cybersecurity legislative package and the success
of anti-scam operations will indicate the government's capacity to address modern
threats. The nature and frequency of Timor Leste's engagement with major powers
(US, China, EU, Australia) will reveal its evolving geopolitical alignment. Finally, the
political climate and adherence to democratic processes in the run-up to the 2027
elections, as observed by international missions like the EU's, will be a critical
indicator of internal stability.

Strategic recommendations: Timor Leste should prioritize the diversification of its
security partnerships while leveraging existing strong ties with Australia to maximize
capability development. Continued investment in cyber resilience through legislative
frameworks, technical training, and international information-sharing is paramount to
counter evolving digital threats. Strengthening border surveillance and enforcement
capabilities, particularly in the maritime domain, is essential to protect sovereign
resources and combat transnational crime. Furthermore, fostering inclusive
governance and robust democratic institutions will be key to mitigating internal
political risks and ensuring long-term stability. Proactive diplomacy, especially within
ASEAN and with Pacific Island nations, will enhance its regional influence and provide
a buffer against external pressures.

“TTjson

{

“threat_level": "Moderate",
"hotspots": [

{

"label": "Dili",

"detail": "The capital city, a hub for diplomatic activity, cyber policy development, and
potential site for security incidents related to political events or transnational crime.",

"lat": -8.5586,
"Ing": 125.5736,
"intensity": 3

b

{

"label": "Oé-Cusse",
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"detail": "An enclave with unresolved land border segments with Indonesia, a
historical site of border clashes and ongoing negotiations.",

"lat": -9.2333,

"Ing": 124.3833,

"intensity": 2

h

{

"label": "Timor Sea",

"detail": "A critical maritime zone facing challenges from illegal, unreported, and
unregulated (IUU) fishing, potential piracy, and ongoing maritime border negotiations
with Indonesia.",

"lat": -10.0000,
"Ing": 126.0000,
"intensity": 3

}

{
“label": "Fatuhada, Dili",

"detail": "Location of the Ministry of Defence, where the Defence Cooperation
Framework with Australia was signed, signifying a key area for defense policy and
military cooperation.",

"lat": -8.5567,
"Ing": 125.5905,
"intensity": 2

h

{

"label": "Jakarta, Indonesia",

"detail": "Location of ongoing land and maritime border negotiations between Timor
Leste and Indonesia, crucial for resolving bilateral territorial disputes.",

“lat": -6.2088,
"Ing": 106.8456,
"intensity": 2

}
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